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ÅPeople for the Ethical Treatment of ASCII

ïάbƻ !{/LL ŎƘŀǊŀŎǘŜǊǎ ǿŜǊŜ ƘŀǊƳŜŘ ƛƴ ǘƘŜ ƳŀƪƛƴƎ 
ƻŦ ǘƘƛǎ ǇǊŜǎŜƴǘŀǘƛƻƴΦέ
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ÅUnicode crash course

ÅRoot Causes

ÅAttack Vectors

ÅTools 

ïFind Unicode issues in Web-testing

ïVisual Spoofing Detection API

www.casabasecurity.com
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Unicode Crash Course

1991
1990
1985

1981

1981
1964
1963

ÅUnicode

ÅISO 10646 (UCS)

ÅISO-8859-1

ÅMore code pages galore

ÅMBCS
ÅGB2312

ÅCP437

ÅEBCDIC 

ÅASCII 7-bit
Å 8th bit free-for-all to follow

www.casabasecurity.com
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Shift_jis

Gb2312

ISCII

Windows-1252

ISO-8859-1

EBCDIC 037

www.casabasecurity.com

Unicode Crash Course
Code pages and charsets
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ÅUnicode can represent them all

ÅASCII range is preserved

ïU+0000 to U+007F are mapped to ASCII

www.casabasecurity.com

Unicode Crash Course
Ad Infinitum
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Source: Wikipedia
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ÅEnd users

ÅApplications

ÅDatabases

ÅProgramming languages

ÅOperating Systems

www.casabasecurity.com

Unicode Crash Course
The Unicode Attack Surface
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Unicode Crash Course
Unthinkit
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ÅA large and complex standard

Unicode Crash Course

codepoints
encodings
categorization
normalization
binary properties
case mapping
conversion tables
bi-directionalproperties

canonical mappings
decomposition types
case folding
best-fit mapping
17 planes
private useranges
script blocks

escapings



Unicode Crash Course

Glyph

Encoding

Properties

Code point

Block, Script

Plane

A

UTF-8, UTF-16, UTF-32

Hex, Uppercase, etc.

U+0041

Basic Latin, Latin

Basic Multilingual Plane
(BMP)

www.casabasecurity.com
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ÅUnicode 5.1 uses a 21-bit scalar value with 
space for over 1,100,000 code points:

U+0000to U+10FFFF

www.casabasecurity.com

Unicode Crash Course
Code points
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A = U+0041

Every character has a unique number 
represented by a hex value

www.casabasecurity.com

Unicode Crash Course
Code Points
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Unicode Crash Course

A
U+0041
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Unicode Crash Course

Ǘ
U+017F
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ÅThe full 21-bit range is not actually available.

U+0000to U+D7FFand 

U+E000to U+10FFF

ǿƘŀǘΩǎ ǳǇ ǿƛǘƘ U+D800..U+DFFF ?

www.casabasecurity.com

Unicode Crash Course
Code points
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Unicode Crash Course
UTF-16 Surrogate Pairs
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Unicode Crash Course
UTF-16 Surrogate Pairs

U+101D1
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UTF-8 
ïvariable width 1 to 4 bytes (used to be 6)

UTF-16
ïEndianess
ïVariable width 2 or 4 bytes
ïSurrogate pairs!

UTF-32
ïEndianess
ïFixed width 4 bytes
ïFixed mapping, no algorithms needed

www.casabasecurity.com

Unicode Crash Course
Encodings
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Å Unicode crash course
Å Root Causes
ï±ƛǎǳŀƭ {ǇƻƻŦƛƴƎ ŀƴŘ L5bΩǎ
ï Best-fit mappings
ï Normalization
ï Overlong UTF-8
ï Over-consumption
ï Character substitution
ï Character deletion
ï Casing
ï Buffer overflows
ï Controlling Syntax
ï Charset transformations
ï Charset mismatches

Å Tools

www.casabasecurity.com

Exploiting Unicode-enabled Software
Overview
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ÅOver 100,000 assigned characters

ÅMany lookalikes within and across scripts

AΛЍṯ‪‰₇￼

www.casabasecurity.com

Root Causes
Visual Spoofing
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http:// ˉʰˊʱʵʶʽʴ˃ʰΦʵˇˁʽ˃ʺ

(example.test) 

www.casabasecurity.com

Root Causes
IDN ςInternationalized Domain Names

http://??????????.??????/
http://??????????.??????/
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ÅIDNA 2003

ÅNameprep(NFKC and prohibit)

ÅPunycode
ïhttp://xn --hxajbheg2az3al.xn--jxalpdlp/

ÅWhitelist¢[5Ωǎ
ï.ORG, .DE, .CN to name a few

ÅLanguage settings and TLD

ÅCharacter blacklisting

www.casabasecurity.com

Root Causes
IDN ςwhat do the browsers do?

http://??????????.??????/
http://??????????.??????/
http://??????????.??????/
http://??????????.??????/
http://??????????.??????/
http://??????????.??????/
http://??????????.??????/
http://??????????.??????/
http://??????????.??????/
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ÅDivergent browser implementations

ÅConfusables exist

ÅIDNA and Nameprepbased on Unicode 3.2

ï²ŜΩǊŜ ǳǇ ǘƻ ¦ƴƛŎƻŘŜ рΦм όƭŀǊƎŜǊ ǊŜǇŜǊǘƻƛǊŜύ

www.casabasecurity.com

Root Causes
IDN ςǎƻ ǿƘŀǘΩǎ ǘƘŜ ǇǊƻōƭŜƳΚ
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{ƻƳŜ ōǊƻǿǎŜǊǎ ŀƭƭƻǿ Φ/ha L5bΩǎ 

based on script family

ï(Latin has a big family)

www.casabasecurity.com

Attack Vectors
IDN homograph attacks
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Safari
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Opera

www.casabasecurity.com

Attack Vectors
IDN homograph attacks


