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Exploiting Unicodenabled Software
Agenda

A Unicode crash course
A Root Causes
A Attack Vectors

A Tools

I Find Unicode issues in Wabsting
I Visual Spoofing Detection API
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Unicode Crash Course

1991 A Unicode
1990 A 1SO10646(UCS)

1985 A 1SG88591
A More code pages galore

1981 A MBCS
A GR312

1981 A CR137
1964 A EBCDIC
1963 A ASCIT-bit

A 8" bit free-for-all to follow



Unicode Crash Course
Code pages ancharsets

Shift_jis
G312

ISCII
Windows1252
1ISO8859-1
EBCDIQ37
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Unicode Crash Course
Ad Infinitum

A Unicode can represent them all

A ASCIl range is preserved
I U+0000to U+007F are mapped to ASCII



Source: Wikipedia
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Unicode Crash Course
The Unicode Attack Surface

A End users
A Applications
A Databases \

. N
A Programming language
A Operating Systems
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Unicode Crash Course
Unthinkit
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Unicode Crash Course

Glyph A

Encoding UTF8, UTF16, UTF32
Properties Hex, Uppercase, etc.
Code point U+0041

Block, Script Basic Latin, Latin

Plane Basic Multilingual Plane
(BMP)



Unicode Crash Course

Code points

A Unicode 5.1 uses 21-bit scalarvalue with
space for over 1,100,0Q®de points

U+000Qo U+10FFFF



Unicode Crash Course
Code Points

A =U+0041

Every character has a unique number
represented by a hex value



Unicode Crash Course

Category: Lu (Letter, Uppercase) _Latin capital letter A

\.

ToLower: U+0061 _ \

W,
\

ToUpper: U+0041

| Decomposition Type: none

~ Mapping: none

.' _. Binary Properties:
Script: Basic Latin / Hext Digit
| Alphabetic

U40041 | o
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Unicode Crash Course

Category: LI (Letter, Lowercase) Latin small letter long S

ToLower: U+017F

.\

ToUpper: U+0053

~ Decomposition Type: <compat>

Mapping: U+0073

Binary Properties:
Alphabetic
Lowercase

U+017F ID Start ...

Script: Latin Extended-A /
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Unicode Crash Course
Code points

A The full21-bit range is not actually available.

U+0000to U+D/FFand
U+B00to UHLOFFF

g KI (0 Qa UdzR00.HH4DERR
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Unicode Crash Course
UTF16 Surrogate Pairs




Unicode Crash Course
UTF16 Surrogate Pairs

UTF-8:
FO, 90, 87, 91 PHAISTOS DISC SIGN PLUMED HEAD
UTF-16: i Block: Phaistos Disc
D800, DDD1 |

| Category: So [Symbol, Other]
UTF-32 ) |
000101D1

U+101D1
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Unicode Crash Course

Encodings

UTF8

I variable widthl to 4 bytes(used to be §
UTF16

I Endianess

i Variable width2 or 4 bytes

I Surrogate pairs!
UTF32

I Endianess

I Fixed width4 bytes

I Fixed mapping, no algorithms needed
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Exploiting Unicodenabled Software

Overview

A Root Causes

+Addzrf {LI22FAYy3 YR L5bQa
Bestfit mappings
Normalization
Overlong UTH8
Overconsumption
Character substitution
Character deletion
Casing

Buffer overflows
Controlling Syntax
Charset transformations
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I Charset mismatches



Root Causes
Visual Spoofing

A Over 100,000 assigned characters
A Many lookalikeswithin and across scripts

AN [ %ES
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Root Causes
IDNC Internationalized Domain Names

http://~ h “ A4 8" 4 >h pL 7 ¢
(example.tes})
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http://??????????.??????/

Root Causes
IDN¢ what do the browsers do?

A IDNA2003
A NameprepNFKC and prohibit)

A Punycode

I http://xn --hxajbhe@az3al.xn-|xalpdlp/
A Whitelist¢ [ 5 Q&

I .ORG, .DE, .CN to name a few
A Language settings and TLD

A Character blacklisting
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Root Causes
IDNca 2 6KI 0Qa (KS LINRoOof S

A Divergent browser implementations
A Confusables exist

A IDNA andNameprepbased on Unicode 3.2
i2SQONB dzZLJ 2 ! YyAO2RS p o

March,2009 www.casabasecurity.com © 2009Chris Weber



Attack Vectors
IDN homograph attacks

{2YS ONRGASNE
based on script family
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Attack Vectors

IDN homograph attacks_
I. + ‘E http://www.google.com/

Safari

&) IDN Visual Spoofing test

| File Edit View History Bookmarks Window Help

[ | | > J [+ |B http:/www.google.com/ G] [QT Google

Sp ofle

[ Spoofle Search ][ I'm Feelin Crappy ]

Hi Mom!
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Attack Vectors
IDN homograph attacks

Opera
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