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MOTIVATION

* As a reverse engineer | have the tendency to look 1n
the code that 1s running on my mobile device

» Coming from a JVM background I wanted to

know what Dalvik 1s really about

* T'he final motivation to write a converter from
Dalvik bytecode to JVM bytecode came while 1
was working on my tax declaration, which 1s
deferred since then :)




WHAT IS DALVIK

* Dalwvik 1s the runtime that runs userspace Android
applications

 invented by Dan Bornstein
» named after a village 1n Iceland
* register-based

 runs Dalvik bytecode instructions (not java
bytecode)




DALVIK Vvs. JVM

Criteria

Dalvik

JVM

Architecture

Register-based

Stack-based

OS-Support

Android

All

RE-Tools

a few
(dexdump,ddx)

many
(Jad, bcel, findbugs, ...)

Executables

DEX

JAR

Constant-Pool

per Application

per Class




DALVIK DEVELOPMENT
PROCESS

Dalwvik apps are developed using java developer tools on
a standard desktop system (like eclipse),

compiled to java classes (javac)
transformed to DX with the dx tool (classes.dex)

classes.dex plus meta data and resources go into a dalvik
application 'apk' container

this 1s transterred to the device or an emulator (adb, or
download from android market)




DALVIK DEVELOPMENT
PROCESS
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DALVIK VS. JAVA
HIGHLEVEL

Dalvik Standard Java

java.io Y Y

java.net

android.*

com.google.*

javax.swing.*




DALVIK DEVELOPMENT
FROM A RE PERSPECTIVE

» Dalwvik applications are available as ap

< files, no

source 1ncluded, so you buy/downloac
bag. How can you find out, whether

' a cat 1n the

* the application contains malicious code, ad/

spyware, or phones home to the ve

from vulnerable java code) ?

ndor ?

has unpatched security holes (dex generated

» contains copied code, which may violate GPL

or other license agreements ?




A DALVIK
RECONSTRUCTION TOOL

* 'lo find out about these open questions we need to
close the gap 1n the current dalvik development
process

javac dx
> >

3
; .class/
*.java 26 *.dex
Jar

jad, dava




CLOSE THE GAP

javac dx
> >

%
. .class/
*.java b *.dex
Jar

jad, dava undx

* to decompile/reconstruct Dalvik code, only a
transtformer from dex to jar 1s necessary

» sounds simple, but wait for the details




TOOL DESIGN CHOICES

* How to to parse dex files?

» write a DEX parser

* or utilize something existing
» How to translate to class files?

* how to write the java classes




PARSING DEX FILES

* 'T'he dexdump tool of the android sdk can perform a
complete dump of dex files, it 1s used by undx

using parsing dex files
Dexdump directly

Time advantage, don‘t have | Direct access to binary
to write everything from structures (arrays, jump

Speed

(-) Dexdump has a number

Control
of nasty bugs

make a bug , fix a bug

Available info Dexdump omits info it's all in the dex

 The decision was to use as much of useable information
from dexdump, for the rest we parse the dex file directly




PARSING DEX FILES

* 'T'his 1s usetul dexdump output, good to parse

: (in LUnDxTest;)
name : 'main’
type : "([Ljava/lang/String;)V"’
access : @x0009 (PUBLIC STATIOC)
code -
registers 3
ins S al
outs ez
insns size : 20 16-bit code units
- | [00024c] UnDxTest.main:([Ljava/lang/String;)V
: 2200 0200 |0009: new-instance v@, LObj; // class@d002
: 7010 0000 0000 |0002: invoke-direct {v@}, LObj;.<init>:(QV // method@d000
: 1251 |@@05: const/4 v1, #int 5 // #5
: 6e20 0200 1000 |0006: invoke-virtual {v@, vl1}, LObj;.doit:(I)V // method@2002
: 1301 ff00 |00@9: const/16 v1, #int 255 // #ff
: 6e20 0200 1000 |000b: invoke-virtual {v@, vl1}, LObj;.doit:(I)V // method@2002
: 1301 000 |0@@e: const/16 v1, #int 240 // #f0
: 6e20 0200 1000 10019: invoke-virtual {v@, vl1}, LObj;.doit:(I)V // method@2002
: 0ed?d 10@13: return-void




PARSING DEX FILES

* 'T'his 1s incomplete dexdump output, where 1s the rest of
array-data (only first four data units shown) ?

name : '<clinit>’

type OV

access 1 Ox10008 (STATIC CONSTRUCTOR)

code

registers

ins

outs :

insns size : 16-bit code units

000310: | [000310] MD5.<clinit>:()V

000320: 1200 |@000: const/4 vO, #int @ // #0

000322: 6900 0200 |@001: sput-object v@, LMD5;.md5:LMD5; // field@@002
000326: 1300 1000 |@003: const/16 v@, #int 16 // #10

00032a: 2300 0f00 |@005: new-array v@, v@, [C // class@Q0of
00032e: 2600 0700 0000 |@0@7: fill-array-data v@, 0000000e // +00000007
000334: 6900 0000 |@@0a: sput-object v@, LMDS;.hexChars:[C // field@Qo00
000338: 0e0? |@@0c: return-void

00033a: 0000 |@@@d: nop // spacer

00033c: 0003 0200 1000 0000 3000 3100 3200 ... |000Qe: array-data (20 units)

catches : (none)

positions

0x0000 line=7

0x0003 line=8




STRUCTURE

extract classes.dex from *.apk file

parse global structures (constants)

for each class in dex

parse class meta data

for each method in class

Parse method meta data

for each instructions in method

transform to java bytecode

generate java method (BCEL method)

generate java class (BCEL method)

store class In jar




GENERATING JAVA CODE

[ JavaClass
ClassParser <<creates>>

' . =
rse getinteriaceNames()
- parsel -1 getSuperclassName()

/| LN "~ ConstantPool

' AccessFlags - | FieldOrMethod »
[ 19 [ N getConstant()

isPublic() w ! . getName()
' Method |

ConstantValue | Attribute ™ InnerClasses SourceFile Synthetic

<<Field attribute>> <<Class attribute>> <<Class attribute>><<Class attribute>>

<<Nlethod attribute>> <<Method atiribute>> <<Method attribute>>
<<Code attribute>>

‘ Deprecated A ‘ ExceptionTable _ ' Code ' 4| LineNumberTable

max_stack - int

max_locals : int S o .
exception_handlers .. <<Code attribute>>
getCode() - LocalVariableTable

1- :

» http://jakarta.apache.org/bcel/

* We chose the BGEL library from Apache as 1t has a

very broad functionality (compared to alternatives

hke are ASM and javassist)



http://jakarta.apache.org/bcel/
http://jakarta.apache.org/bcel/
http://jakarta.apache.org/bcel/
http://jakarta.apache.org/bcel/

STRUCTURE

extract classes.dex from *.apk file

parse global structures (constants)

for each class in dex

parse class meta data

for each method in class

Parse method meta data

for each instructions in method

transform to java bytecode

generate java method (BCEL method)

generate java class (BCEL method)

store class in jar

* In this step the global
meta information 1s
extracted and
transformed 1nto

relevant BCEL

constant structures

Retrieve the string
table which later
becomes the Java
constant poo




CLASS META DATA

extract classes.dex from *.apk file

parse global structures (constants)

for each class in dex

parse class meta data

for each method in class

Parse method meta data

for each instructions in method

transform to java bytecode

generate java method (BCEL method)

generate java class (BCEL method)

store class in jar

* In this step the class
meta information 1s
extracted and
transformed 1nto

BCEL JavaClass

structures

Static and 1nstance
field information
(incl. setting the
appropriate visibility
flags)




METHOD META DATA

extract classes.dex from *.apk file

parse global structures (constants)

for each class in dex

parse class meta data

for each method in class

Parse method meta data

for each instructions in method

transform to java bytecode

generate java method (BCEL method)

generate java class (BCEL method)

store class in jar

method meta
information 1s
transformed into

BCEL Method

structures
Extracting signatures,

setting up local
variable tables,

mapping Dalvik
reggters to JVM

registers




INSTRUCTIONS

extract classes.dex from *.apk file

parse global structures (constants) e FirSt create BCEL
for each class in dex InstructionLiSt

parse class meta data

for each method in class

Parse method meta data e We create a NOP
for each instructions in method
transform to java bytecode %YOXY f()r eV@rY
generate java method (BCEL method) al\ﬂk lnStYUCtlon to
generate java class (BCEL method) haVC Jump targets f()r

store class in jar forward JumpS

For every Dalvik
istruction add an
equivalent JVM
bytecode to the
Instructionlast




CREATING JVM BYTECODE

| [0093c@] MD5.getInstance:()LMD5;

|@009: sget-object v@, LMD5;.md5:LMD5; // field@®2002

|0002: if-nez v@, OOOb // +0009

| 0004 : new-instance v@, LMD5; // class@900ez . ,

|0006: invoke-direct {v@}, LMDS;.<init>:()V // method@2001 public static MD5 getInstance();

|0009: sput-object v@, LMDS;.md5:LMD5; // field@00oz Code: , _

|000b: sget-object v@, LMDS;.mdS:LMDS; // field@0oez 9:  getstatic #14; //Field mdS:LMDS;

|000d: return-object vO 3: astore_9
4: aload_0

e ifnonnull 20

- DaIVik rﬁgS tO jVHl I‘€gS 8 new #4; //class MD5S

11: astore_0

- choose opcode sequence 12 000 s Jethod *<initar
16: aload_0

<Ob€y StaCk balanC€!> 17: putstatic #14; //Field mdS:LMDS;

20: getstatic #14; //Field md5:LMD5;
23: astore_0

- type 1nference 24:  aload.0
(by tollowing data flow)




WHAT TO DO WITH THE
JVM BYTECODE

» Analyze it (findbugs)
» Check the codebase before running the APK

. ) ® 00
~ DGC()mplle 1t Kategorie | Fehler-Art | Fehler-Muster | € | Prioritat |

Yo CUNIIUDINY rewamou rnarne ()

¥ [ ] Class names should start with an upper case letter (6)

P C Omp are it D The class name RSarray does:n't start .with an upper c
D The class name RS$attr doesn't start with an upper cas

D The class name RSdrawable doesn't start with an upp

° re use it D The class name RSid doesn't start with an upper case
- D The class name RSlayout doesn't start with an upper ¢

D The class name R$string doesn't start with an upper ¢

» [ Method names should start with a lower case letter (1)

¥ | Correctness (15)
¥ [ Bad use of return value from method (12)

¥ | ] Exception created and dropped rather than thrown (9)
.activity.Game.initializePlayersOverlay(MapView) forget
.activity.Game.onCreate(Bundle) forgets to throw new R
.entity.Destination.toString() forgets to throw new net.p
.entity.Player.fromString(String, Destination, GameEvent
.entity.Player.fromString(String, Destination, GameEvent
.game.GameState.setThisDevicePlayer(Player) forgets t

D0




WHAT TO DO WITH THE
JVM BYTECODE

public class WebDialog extends Dialog

Analyze 1t (indbugs)
{

Decompile it

Compare it

re-use 1t

}

public WebDialog(Context arg@)

super(arg®);

Object obj = JVM INSTR new #14 <(Class WebView>;
((WebView) (obj)).WebView(arg@);

webView = ((WebView) (obj));

obj = webView;

obj = ((WebView) (obj)).getSettings();

boolean flag = true;

((WebSettings) (obj)).setJavaScriptEnabled(flag);
obj = webView;
setContentView(((android.view.View) (obj)));

obj = "Welcome";

setTitle(((CharSequence) (obj)));

public void loadUrl(String arg@d)

{

"

WebView webview = webView;
webview.loadUrl(arg®);




| 8: invokespecial[183)(3) 54=> 13: istore_|

:

| 14: aload_0[42)(1)=> 14: aload_0[42

WHAT TO DO WITH THE

15: arraylength[190](1)=> 21: if_icmpge[162](3) -> aload_2:block 7 I

L ]

=>:block 11

157: invokevirtual[182](3) 69=> 162: areturn[176](1):block 12 | | 26: baload[51](1)=> 29:iload[21](2) 4:block 13

=>:block 14

31: 1dc[18])(2) 55=> 36: iload[21](2) 4:block 15

* Analyze 1t (indbugs S

l 38: 1dc[18](2) 56=> 49: istore[54](2) 4:block 17 |

° °
D le 1t :
e C O mpl e 1 | 51:iload[21](2) 5=> 53:iflt[155](3) -> Idc 64:block 18 |

=>:block 20

* Graph and compare it

» 50 LOG with BCEL and

56: 1dc[18](2) 57=> 64: if_icmpgt[163](3) -> Idc 64:block 22 |

=>:block 19

- 1dc[18](2) 645> 134: iload[21](2) 5:block 21 67:iload[21)(2) 5=> 67:iload[21](2) 5:block 24

=>:block 23 =>:block 26

136: 1dc[18](2) 65=> 147: iload[21](2) 5:block 25 69: 1dc[18](2) 58=> 80: iload[21](2) 5:block 28

=>:block 27 =>:block 30

149: invokevirtual[182](3) 62=> 153: goto[167](3) -> aload_0:block 29 I I 82: invokevirtual[182])(3) 62=> 85: pop(87](1):block 32

\ /

| 86: aload_0[42](1)=> 87: iload_3[29](1):block 31 l

=>:block 33

88: baload[51](1)=> 91: iload[21](2) 5:block 34

=>:block 35




TRIVIA

* Every tool needs a name, so I asked Dan Bornstein for a
suggestion, he came up with undx , as it reverses the
effects of dx

e Some facts:

* 4000 lines of code (I am a horrible coder, no
comments, but code repetitions, organically grown)

* written 1n Java, only dependency 1s BCLEL

e command-line tool




AVAILABILITY

» will be released at http://undx.sourceforge.net/

» give me two weeks from now, to remove some of the

existing bugs (QA),

* | am currently strugghn% with a bug (mine or
e

BCLL) that causes prob

ms for larger codebases

» will be published under GPL



http://undx.sourceforge.net
http://undx.sourceforge.net

 marc.schoenefeld@gmx.org
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